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  consists of the provisions and 
policies adopted by the network 
administrator to prevent and 
monitor unauthorized access, 
misuse, modification, or denial of 
the computer network and network-
accessible resources. 



 Computer Security Institute (CSI)  

 Survey: over 70% networks have experienced 
security breach 

 From the 70%, 60% have undergone internal 
breaches and only 40% are external or 
perimeter breaches.  



 Security is a business problem not just a 
technology problem  

 The concept of security is an illusion  

 Managing security means managing the 
perception of others  

 There are many different security technologies 
to choose from  

 You must create a comprehensive security 
policy 



 Create and implement a single, cohesive, 
company-wide security policy 

 Donõt allow products to dictate security 
policies ð policies should drive the products 
that you choose  

 Centralize security management 



 Internal Attacks 

 

 

 External Attacks 

 

 



 

 

Computer Definition. A threat  originating inside 
a company, government agency, or institution, 
and typically an exploit by a disgruntled 
employee denied promotion or informed of 
employment termination. 

 



  A threat  originating outside a company, 
government agency, or institution. In contrast, 
an internal threat  is one originating inside the 
organizationñtypically by an employee or 
òinsider.ó 

 
 



 Cyber crimes are criminal offenses committed via 
the Internet or otherwise aided by various forms of 
computer technology, such as the use of online 
social networks to bully others or sending sexually 
explicit digital photos with a smart phone. But 
while cyber crime is a relatively new phenomenon, 
many of the same offenses that can be committed 
with a computer or smart phone, including theft or 
child pornography, were committed in person 
prior to the computer age. This sub-section 
includes articles on cyber bullying, sexting, and a 
whole host of other crimes commonly committed 
online or with the help of computer networking 
technology. 



 The Information Technology Act, 2000  (also 
known as ITA -2000, or the IT Act ) is an Act of 
the Indian Parliament (No 21 of 2000) notified 
on 17 October 2000. It is the primary law 
in India dealing with cybercrime and electronic 
commerce. It is based on the United Nations 
Model Law on Electronic Commerce 
1996 (UNCITRAL Model) recommended by the 
General Assembly of United Nations by a 
resolution dated 30 January 1997. 

https://en.wikipedia.org/wiki/Indian_Parliament
https://en.wikipedia.org/wiki/India
https://en.wikipedia.org/wiki/Cybercrime
https://en.wikipedia.org/wiki/Electronic_commerce
https://en.wikipedia.org/wiki/Electronic_commerce


 Cyberethics  is the philosophic study 
of ethicspertaining to computers, 
encompassing user behavior and what 
computers are programmed to do, and how 
this affects individuals and society. For years, 
various governments have enacted regulations 
while organizations have defined policies 
aboutcyberethics . 



 An ethical hacker is a computer and 
networking expert who 
systematically attempts to penetrate a computer 
system or network on behalf of its owners for 
the purpose offinding  security vulnerabilities 
that a malicious hacker could potentially 
exploit. 



 Hacking is identifying weakness in computer 
systems or networks to exploit its weaknesses 
to gain access. 

 Hacking means using computers to commit 
fraudulent acts such as fraud, privacy invasion, 
stealing corporate/personal data, etc 



Ç  Phreaker 

     A phreak  is someone who breaks into the 
telephone network illegally, typically to make 
free long-distance phone calls or to tap phone 
lines. The term is now sometimes used to 
include anyone who breaks or tries to break the 
security of any network. 
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